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Operational Supply Chain Risk ldentification and Prioritization Using the SCOR Model

Abstract

Objective: This study aims to propose a
methodology that identifies and prioritizes the
operational risk factors in a supply chain (SC)
to provide a tool according to the process-based
SC approach that is useful for risk assessment
throughout the SC. Materials and methods:
Risk identification was conducted by a scenario
analysis, which linked the risk factors with the
standard key performance indicators (KPIs) of
the processes and logistics activities proposed
by the supply chain operational reference model
(SCORM o0 SCOR). These influence
relationships were quantified using a proposed
scale, and then, the risk factors were prioritized
by the definition of their influence levels. This
approach was applied to a real SC. Results and
discussion: Twenty risk factors were clearly
and effectively identified, analyzed and
prioritized, and priority was given to those with
the highest influence level, which can be
understood as the risk factors that have a larger
capacity to negatively affect SC performance.
Conclusions: The methodology allows the
identification of the most influential risk factors
in a SC, and as it is based on a standard model,
it fosters a collaborative analysis among its
echelons. The main contributions of this paper
are the risk identification by means of the KPIs
of the SCOR model and the measurement of
their influence levels, which is a hew and useful
feature for risk prioritization.

Keywords: Supply chain risk, operational
risk, SCOR model, risk factor influence level.

Resumen

Objetivo: Este estudio busca proponer una
metodologia para identificar y priorizar factores
de riesgo operacional en la cadena de
suministro (CS), para brindar una herramienta
acorde al enfoque por procesos de la CS, que
sea (til para la evaluacion de riesgos a lo largo
de la CS. Materiales y métodos: La
identificacion de riesgos fue desarrollada por
medio de un andlisis de escenarios,
relacionando los factores de riesgo con los
indicadores clave de los procesos (KPIs) y las
actividades logisticas propuestas por el modelo
SCOR. Estas relaciones de influencia fueron
valoradas usando una calificacion propuesta,
luego los factores de riesgo fueron priorizados
por la definicién de su nivel de influencia. La
metodologia fue aplicada en una CS real.
Resultados y discusion: Veinte factores de
riesgo  fueron clara 'y  efectivamente
identificados, analizados y priorizados, dando
prioridad a aquellos con mayor nivel de
influencia, es decir mayor capacidad de afectar
negativamente el desempefio de la CS.
Conclusiones: La  metodologia  permite
identificar claramente los factores de riesgo con
mayor influencia en la CS, y al estar basada en
un modelo estandar, facilita un analisis
colaborativo entre sus eslabones. Las
principales contribuciones de este articulo son
la identificacion de riesgo por medio de los
KPIs del modelo SCOR y la medicion del nivel
de influencia como una caracteristica nueva y
Gtil para la priorizacion de riesgos.

Palabras clave: riesgo en la cadena de
suministro, riesgo operacional, modelo SCOR,
nivel de influencia de factor de riesgo.
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Introduction

Supply chain risk (SCR) is a discipline that has experienced substantial growth, and it
provides supply chain managers new techniques and methods of analysis and evaluation for
several sectors [1]. The SCR concept has been widely discussed by many authors [2]-[6],
and it is defined as the potential losses in an SC in terms of its target values of efficiency
and effectiveness caused by uncertain developments in the supply chain characteristics
whose changes were caused by the occurrence of triggering events [2].

Moreover, risk categories have been proposed based on key performance indicators and by
their uncertainty source. Singhal [3] proposed five risk categories according to the
uncertainty source: operational, market, business or strategic, product, and miscellaneous
risks. We focus on operational risk because companies have more control and management
capacity over these features. Operational risk is defined as the operational features of the
SC that either mismatch demand and supply or even disrupt the functioning of the SC by
interrupting the flow of materials, products or information [7], [8].

According to the review made in [9], a risk management system is composed of four main
steps (see figure 1). Additionally, EImsalmi and Hachicha [10] conclude that the first two
steps are critical for performing successful risk management.

Figure 1. Risk management system steps

Risk - Risk ‘ Risk ‘ Risk
identification assess management monitoring

Source: Manotas ef a/. [9]

Concerning risk assessment and prioritization, as these risks cannot be completely
eliminated, their assessment and measurement is essential for effective risk management.
According to [11], risk measurement can be classified into two categories: quantitative or
probabilistic (based on statistics) and subjective (based on expert knowledge) approaches.

Regarding risk identification, [3], [11], [12] agree on that this is a fundamental phase and
the starting point for risk management implementation. Moreover, [13] indicates that risk
identification should be exhaustive because any non-identified risk will not be included in
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posterior risk assessment. Figure 2 shows the main risk identification techniques proposed
in the literature. The most used techniques are qualitative ones, especially checklists,
interviews and questionnaires.

Figure 2. Main risk identification techniques

(« Human Reliability
Analysis.

2 . | * Fault Tree Analysis.

Hybrid deterministic * Event Tree Analysis.

] ) N techniques e Probability-

- l’mckh:qt. _ " | Consequence Analysis.

: "‘N hat-If Analysis. « Reliability Centered

* Security Audit. Risk identification Maintenance.

* Task Analysis.

* Semistructured
Interviews. Qualitative

* Questionnaires. > deterministic techniques

* Delphi Method. :

» Sequence Trace Event
process (STEP).

* Operability and Risk
Studies.

-

~

Source: adapted from Marhavilas e o/, [12]

Borghesi and Gaudenzi [13] conclude that qualitative risk measurement is preferable when
risk levels are relatively low and when obtaining the information required for a quantitative
analysis is expensive. Furthermore, they recommend a quantitative analysis when sufficient
information about risk is available and suitable for defining probabilities and consequences,
and when this information is shared between many people with different organizational
functions, which means that diversity over risk perception and knowledge exists. However,
firms frequently do not maintain sufficient information to develop a reliable analysis [7],
[14]. Figure 3 shows the main techniques used for risk assessment and prioritization
identified by [9] and [12].

In this paper, we study operational risk because it is directly related to SC features that
affect its performance. Here, we propose an identification and prioritization methodology
that takes the KPIs from version V11.0 of the supply chain operational reference model
(SCORM o0 SCOR) as the starting point to lead risk identification and to define
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relationships between the KPIs and the SC risk factors for each SC echelon. Afterwards,
these relationships are quantified, and the risk factors are arranged according to their
influence level over the SC.

The proposed methodology, according to the literature review, is novel in this area of study.
The main contributions of the research to the field are twofold: the first contribution is the
risk identification by means of the KPIs of the standard SCOR model, which is widely
accepted in the industry; the second contribution is the measurement of the influence levels
of the risk factors over the SC, which are useful to assess and prioritize.

In the literature, we found different focuses in SC risk studies. The first focus was on risk
management systems, which are defined conceptual approximations for SC risk
management, mitigation strategies, risk management models and their adoption. The
second focus regards the study of the relationships between uncertainty, risk and SC
performance. The third focuses on risk analysis and assessment using subjective and
guantitative and qualitative methods. These methods use the frequency and severity to
estimate the measurement of a risk and lead the analysis and assessment process with the
activities in the SC and the scorecards of the SC under study rather than leading the
analysis and assessment process with the performance indicators of some standard model

[2], [3], [6], [15]-[18].

The SCOR model, proposed by the Supply Chain Council is a reference framework widely
accepted in the industry that is useful for diagnosing and designing SCs. The SCORM
hierarchically defines the processes and activities of SCs and is organized around six
primary processes: plan (sP); source (sS); make (sM); delivery (sD); return (sR) and enable
(sE). Additionally, the model defines for each process the best practices and standards or
KPIs of the SC [19].
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Figure 3. Risk assessment tools
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Source: adapted from Marhavilas ef a/ [12]

Hence, the SCORM incorporated the risk concept in its processes starting from its 9.0
version in 2008, and few applications of the SCORM related to supply chain risk
management are found in the literature [20]. In its applications, the SCORM has been
integrated with other tools to develop risk management methodologies, which drives risk
identification around activities in the SC [21] and uses KPIs to evaluate the SC
performance in scenarios with uncertainty [22].

Methodology

The proposed methodology consists of six steps (see figure 4). By definition, supply chain
risk (SCR) comprises events or uncertain situations that cause supply chain objectives to be
unfulfilled. In this sense, the first step of the methodology is to select the SCOR indicators
that will lead to risk identification; these indicators are selected according to their relevance
for business strategies and to the sourcing, manufacturing and delivery environments where
SC activities are developed, i. e., make to order, make to stock or engineer to order.

The SCORM arranges its metrics of the SC on three hierarchical levels and groups them
with one of five performance attributes: reliability (RL), responsiveness (RS), agility (AG),
cost (CO) and asset management efficiency (AM). The relationships between the levels of
the metrics are diagnostic; for example, the second-level metrics serve as diagnostics for
the first-level metrics. The second-level metrics help to identify the causes of a
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performance failure [19]. Thus, the second-level metrics of SCORM are considered suitable
for leading risk identification; nevertheless, the SCORM metrics may be used at any
desired disaggregation level.

Figure 4. Risk identification and prioritization methodology

- o
Selection of SCOR metrics, i Establishment of direct and
which will lead the risk indirect influence relationships of
§ identification ) % risk factors with performance
1 metrics inside and outside of SC
( Identification of situations and i \_ echelon W,
risk factors that cause an ; l
undesired result on SC metrics Assignment of influence level
; J scores to identified risk factors J
~ "
Determination of the causes and , l =
activities where the risk factors Arrangement of risk factors
| originate ) kaccording to their influence levclsl

Source: author’s own elaboration

Table 1 shows the second-level SCORM indicators used in this study, the first-level
indicators that contain the second-level indicators for each performance attribute, and their
codification. The indicators related to the performance attribute agility (AG), measurement
flexibility, adaptability and value at risk of the SC are related to the capacity planning of
elements on different processes. Overall, the information used to calculate these indicators
is the result of metrics of other performance attributes; therefore, they are not taken into
account for the operational risk identification in this study. However, they could be
considered in other planning level analyses.

The second step of the proposed methodology is the identification of situations and risk
factors that cause an undesired result on SC metrics. For this identification, as shown in [5],
several tools are already validated and implemented, such as interviews, data analyses,
expert consultations, checklists, SC mapping, and fault tree analysis, may be used.

Once the risk factors are identified, a scenario analysis is performed. Through this analysis,
the causes and activities where the risk factors originate are determined. This process
facilitates the comprehension and identification of the causal relationships between the
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identified risk factors and performance metrics of the echelon where they originate and
other affected echelons.

Table 1. First- and second-level SCORM metrics

Performance SCORM

Attribute Level Code Indicator Name
1 RL.1.1 Perfect Order Fulfillment
2 RL.2.1 % of Orders Delivered in Full
Reliability (RL) 2 RL.2.2 Delivery Performance to Customer Commit Date
2 RL.2.3 Documentation Accuracy
2 RL.2.4 Perfect Condition
1 RS.1.1 Order Fulfillment Cycle Time
. 2 RS.2.1 Source Cycle Time
RESpogsé"e”ess 2 RS.2.1 Make Cycle Time
(RS) 2 RS.2.3 Deliver Cycle Time
2 RS.2.4 Delivery Retail Cycle Time
1 CO.11 Total Cost to Serve
2 C0.2.001 Planning Cost
2 C0.2.002 Sourcing Cost
2 C0.2.003 Material Landed Cost
Cost (CO) 2 C0.2.004 Production Cost
2 C0.2.005 Order Management Cost
2 C0.2.006 Fulfillment Cost
2 C0.2.007 Returns Cost
2 C0.2.008 Cost of Goods Sold
1 AM.1.1 Cash-to-Cash Cycle Time
2 AM.2.1 Days Sales Outstanding
2 AM.2.2 Inventory Days of Supply
2 AM.2.3 Days Payable Outstanding
Asetanagerenc A R e
Efficiency (AM) - L
2 AM.2.5 Supply Chain Fixed Assets
1 AM.1.3 Return on Working Capital
2 AM.2.6 Accounts Payable (Payables Outstanding)
2 AM.2.7 Accounts Receivable (Sales Outstanding)
2 AM.2.8 Inventory

Source: Supply Chain Council [19]

Later, direct and indirect influence relationships of the risk factors, which affect any
performance indicator inside and outside of the SC echelon, are established. These
relationships are quantified using the scale shown in table 2.

This scale assigns a higher score to external influence relationships, i. e., relationships with
other SC echelons.
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On the one hand, the risk factor has a direct influence over the indicator result when its
occurrence does not need another event to affect the indicator. On the other hand, the risk
factor has an indirect influence over the indicator when its occurrence needs other events
within a chain reaction to affect the indicator.

Table 2. Score influence relationships

Influence Relationship Score
Internal Indirect Influence 1
Internal Direct Influence 2
External Indirect Influence 3
External Direct Influence 4

Source: author’s own elaboration

Figure 5 shows an example where the influence relationships of the identified risk factors
are established and quantified. The risk factors error in delivery schedule, inputs not
available and improper storage affect the results of the indicators percentage of orders
delivered in full (RL.2.1) and source cycle time (RS.2.1) at two echelons of an SC.

At the supplier, the risk factor errors in delivery schedule has a direct relationship with the
indicator percentage of orders delivered in full; hence, the materialization of errors in
delivery schedule will always affect the result of percentage of orders delivered in full.
However, the materialization of errors in delivery schedule does not always generate a
higher source cycle time than the time desired at customer. Nevertheless, if the percentage
of orders delivered in full is not fulfilled, the source cycle time will likely be affected,
which will generate an indirect external relationship between errors in delivery schedule
and source cycle time.
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Figure 5. Outline of the definition and valuation of influence relationships

Supplier Costumer Enterprise

RL.2.1 % of Error in 1L RS.2.1 Source
Orders Delivered +— delivery s
- Cycle Time

In Full Schedule | 6 /\

RL.2.4 Perfect -~ v Inputs not "{ Improper _"‘
Conditions available | 5 Storage | 5
Notation:
IL: Score Influence Level
— [nternal Direct Influence

~ —+ [nternal Indirect Influence
— External Direct Influence ._ — External Indirect Influes

“

Source: author’s own elaboration

The influence level is equal to the sum of the influence relationship scores exerted by the
risk factor. This measure allows the arrangement of risk factors according to their influence
on the SC, thereby complementing traditional definitions of risk factor impact measures,
which are usually performed in the assessment phases of risk management methodologies
and are therefore useful for decision-making and risk prioritization.

In this example, the risk factor errors in delivery schedule has an external indirect influence
on the indicator source cycle time at the customer, an internal direct influence over the
result of orders delivered in full, and an internal indirect influence over the perfect
conditions indicator, which are valued at 3, 2 and 1 points, respectively; therefore, total
influence level of errors in delivery schedule is 6 points.

Results of Methodology Application

The proposed methodology was implemented on the SC of a company that provides clinical
diagnostic services. The SC in this study comprises the reagent provider (RP) for the
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elaboration of laboratory tests, the focus company (FC) and the customer (CT) that requests
diagnostic services (see figure 6). They operate in a make-to-order production environment.

Figure 6. Studied supply chain

Reagent Focus Company Costumer
Provider — (Diagnostic service) — — Company —
RP FC ‘ L CT

\ J

Source: author’s own elaboration

The operational risk factors that affect the performance and results of the SC and their
impact on the results of the metrics for each echelon were identified through interviews and
data analyses from documented cases. Table 3, table 4 and table 5 show the operational risk
identified at each echelon of the reagent provider, the focus company and the customer,
respectively.

Table 3 shows that the risk factors delay in export procedures and lack of raw material and
inputs directly affect the result of the indicator percentage of orders delivered in full. An
unsuitable performance related to full delivery of orders forces the focus company to wait
for backorders, which indirectly affects the result of the indicator source cycle time.
Additionally, the delay in export procedures may cause product damage, which indirectly
affects the indicator perfect conditions.

Moreover, note that some risk factors may generate the same risk or effect. For example,
the risk factors reprocessing order pickup and delivery and frequent changes on customer
orders both generate customer dissatisfaction.

The results presented from table 3 through table 5 show the indicators indirectly affected by
each identified risk factor. These tables present the SCORM indicator code and the
acronym for the impacted echelon. For the cases where the impacted echelon is not
indicated, the indirect influence relationship is presented internally and does not transcend
to another echelon.

Figure 7 presents five of the identified risk factors that affect the results of the indicators
selected within the methodology and their influence relationships. The risk factor improper
storage conditions at the reagent provider has an internal direct influence on the indicator
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perfect conditions, which is valued at two (2) points, an internal indirect influence on the
indicator reprocessing and return cost, which is valued at one (1) point, and an external
indirect influence on the indicator make cycle time at the focus company, which is valued at
three (3) points. Adding the influence level scores obtained for this risk factor, a total
influence level of six (6) points is obtained. In the same fashion, the influence level score of
all the identified risk factors is determined.
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Table 3. Identified operational risks for the reagent provider

Indirect Influenced

Metric Code . . SCORM Code - Metrics
" Risk Factor Risk Causes -
and Description Source Activity Impacted
Code
Echelon
RL21 Delay inexport - Decline in customer Unknown customs $S2.1 Schedule Product  RS.2.1 FC
Percentage of ~ Procedures relations requirements Deliveries RL2.4 _
Orders Delivered - inei
i Lack of raw Decline in customer . sS2.1 Schedule Product
in Full material and inputs  relations Lack of raw materials Deliveries RS.2.1 FC
RL.2.4 Perfect Improper storage - Delivered product does  Failure on refrigerator C0.2.007 -
Condition conditions not meet specifications  equipment $52.4 Transfer Product RS.2.2 FC
RS.2.3 Deliver Reprocessing order —— . ?Jggﬁgﬁ-fg? a:JJ[an?[ychan es frlii.r?tcl)?resza\ée Re2d "
- pickup and - Customer dissatisfaction » e g Y .
Cycle Time deliver to customer orders; Unclear Determine Delivery
y customer requirements Date C0.2.002 FC
CO.2.005 Order Frequent changes - Customer dissatisfaction  Unclear information; Errors  sD2.1 Process Inquiry
Management q . ial | . , ! q C0.2.006 -
Cost to customer orders - Financial losses In customer’s quotations and Quote
AM.2.7 Insufficient
Accounts verification of : . sD2.1 Process Inquir
Receivable fi ial Decrease in profits Omission of process controls d. Wy AM.2.4 -
(Sales custdo_mer inancia and Quote
Outstanding) conditions
Errors in report of . )
AM.2.8 stock level on - Backorders Errors in the system’s sE2.1 Initiate Reporting - -
Inventory information

storage

Source: author’s own elaboration
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Table 4. Identified operational risks for the focus company (diagnostic service laboratory)

Indirect Influenced

Metric Code . , SCORM Code — Metrics
. Risk Factor Risk Causes -
and Description Source Activity Impacted
Code
Echelon
RL.2.1 Biological material does not C0.2.007 CT
Percentage of  Loss of biological match with order sD2.2 Receive,
Orders material (medical - Customer dissatisfaction information; Transportation Configure, Enter and C0.2.005 -
Delivered in  samples) and delivery to laboratory Validate Order
Full errors RL.2.4 -
RL.2.1 Insufficient - Customer dissatisfaction Improper handling in .
Percentage of  biological material _ 's health transportation and/or SD2'2. Receive, C0.2.007 cT
J Customer’s healt . : . Configure, Enter and
Orders (unsuitable . biological sample reception; .
; . . affectation by ; e ) Validate Order
Delivered in  quantity or . Packing errors; Biological sS2 4 Transfer Product RL.2.4
Full conditions) reprocessing sample spill '
Errorsin ; AM.2.7 -
RL2.3 —  yocuments - Delay or nonpayment of  Errors in system information sD2.2 Receive,
Documentation supporting the services by the customer parameterization Configure, Enter and
Accuracy pporting y p Validate Order C0.2.007 -
delivery of results
RL.2.4 Perfect Pur(tj:_hase o lit - Errors i test results Lack_fc_)f r;_roduct i t S1.1 Schedule Product = -
2.4 Perfect medium quality - samol - specifications requirements; sS1.1 Schedule Produc i
Condition inputs (generic \S/’:ri f'; ;:iigfg;s'rzg:ﬁ S No availability of the reagent Deliveries RS.22
references) in the market RS.2 3 cT
RS.2.1 Source | , - Inputs and raw material EquipmePtt_failurfe§ (fritdgesg; S2.4 Transfer Product RS21 -
Cycle Time mproper storage expiration ransportation of inputs and  sS2.4 Transfer Produc CO.2.002
raw material errors AM.2.8
Supplier delivery delay; No
- Temporal stop of i i
RS.2.1 Source Lack of raw p p alternative suppliers sS1.2 Receive Product RS2 1 i

Cycle Time

material and inputs  laboratory process

available
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Indirect Influenced

Metric Code . , SCORM Code — Metrics
o Risk Factor Risk Causes -
and Description Source Activity Impacted
Code
Echelon
Lack of preventative sM1.1 Schedule Service _C0.2.007 -
RS.2.2 Make . . . maintenance; Low quality of Activities RS.2.3 -
. - Delivery del . . - L
Cycle Time Equipment failures elivery delay the inputs for equipment SE5.5 Clean, Maintain
calibration; Defective pieces and Repair RL.2.2 -
Lack of timely L . i
. ; . ; ; No identification of priority $S2.2 Receive Product
- Lawsuit for deliver
RS.2.3 Deliver actions against Y orders; No defined sS2.4 Transfer Product ~ CO.2.005 -
Cycle Time  contingencies of delay
. procedures sM2.3 Produce and Test
priority orders
Development of the analysis
process under inadequate
. L conditions; Human error in
€0.2.007 Errors in delivering _ pyg.peqqe i profits test result validations; Errors sM2.3 Produce and Test - -
Returns Cost  results to customer .
in test results due to low
quality of raw materials and
inputs
AM.2.7
Accounts  Glosses, or - Delay or nonpayment of _ _
Receivable  rejection of - Invoice errors sD3.15 Invoice - -
L services by the customer
(Sales invoices
Outstanding)
Wrona information Manual stock control;
g Noncompliance with the
AM.2.8 about stock level stock review schedule; Lack . .
o (at laboratory - Lack or excess of stock ’ sE2.1 Initiate Reporting ~ C0.2.002 -
Inventory . of control and
location and . .
documentation of inputs
warehouse)

transfers between branches

Source: author’s own elaboration
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Table 5. Identified operational risks for the customer

SCORM Indirect Influenced
Metric Code Risk Eactor Risk Causes Code - Metrics
and Source Cod Impacted
Description Activity ode Echelon
No integrated
- Results customer-
Error in delivery supplier RS.2.3 -
; . sD2.1
RS.2.1 purchase delay information Process
Source Cycle requirements o systems; Error X
. - Patient’s ) , Inquiry and
Time (wrong in customer’s
; ; health . Quote
information) ) order creation; CO.2.005 FC
affectation Wrong patient
clinical data
AM.2.6 ) No integrated sS25
Accounts  Delay of - Service customer- Authdrize
Payable  payment blockage supplier Sunplier AM.2.7 FC
(Payables  authorization - Supplier loss information Papr%ent
Outstanding) systems y

Source: author’s own elaboration

Figure 7. Influence relationships diagram for the identified risk factors
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Twenty (20) operational risk factors were identified that directly or indirectly affect thirteen
(13) second-level indicators of the studied SC. Following the presented methodology, the
risk factors' influences over the supply chain performance indicators were identified and
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quantified according to the proposed scale. The scores obtained by every influence
relationship of every risk factor were summed to define the total influence level of each risk
factor. Table 6 shows the results for each risk factor arranged from the highest to lowest
total influence level and the echelon in which they were found.

Table 6. Influence level score for the identified risk factors

Total Influence

Risk Factor Source Echelon
Level

Reprocessing order pickup and delivery Reagent Provider 8
Purchase of medium quality inputs (generic references) Focus Company 7
Delay in export procedures Reagent Provider 6
Improper storage conditions Reagent Provider 6
Loss of biological material (medical samples) Focus Company 6
Insufficient biological material Focus Company 6
Error in purchase requirements (wrong information) Customer 6
Lack of raw material and inputs Reagent Provider 5
Equipment failures Focus Company 5
Delay of payment authorization Customer 5
Improper storage Focus Company 4
Errors in documents supporting the delivery of results Focus Company 4
Frequent changes to customer orders Reagent Provider 3
Lack of raw material and inputs Focus Company 3
Lack of timely actions against contingencies of priority orders Focus Company 3
Insufficient verification of customer financial conditions Reagent Provider 2
Errors in report of stock level on storage Reagent Provider 2
Errors in delivering results to customer Focus Company 2
Glosses, or rejection of invoices Focus Company 2
Wrong information about stock level Focus Company 2

Source: author’s own elaboration

Regarding the SC under study, most of the risk factors were identified in the focus
company and reagent provider, and the risk factors with higher levels of influence are
presented on upstream SC echelons. According to these results, the risk factors with the
highest level of influence are reprocessing order pickup and delivery orders to be delivered
to the laboratory, which is performed by the reagent provider, and purchase of inputs of
medium quality (generic references), which is performed by the laboratory.
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Conclusions

A methodology for supply chain (SC) risk identification and prioritization was proposed.
The methodology uses the SC standard performance metrics of version V11.0 of the SCOR
model to lead risk factor identification. Moreover, the methodology permits clear
identification of the risk factors with the highest level of influence in SC operations and the
ones that may transcend to others SC echelons.

The implemented methodology is easy to apply, and hence, it is based on a standard model
for SC assessment (the SCOR model). The methodology facilitates risk identification for
the complete supply chain and for the appropriation and understanding of its members.
Therefore, this methodology enables collaborative and joint risk management plans.

Hence, the performance metrics proposed by the SCOR model and used by the proposed
methodology are related to all planning levels: strategic, tactical and operational.
Furthermore, the proposed methodology could also be applied without focusing on the
operational planning levels and instead accounting for the planning, enable and return
processes proposed by the SCOR Model.

The arrangement of risk factors according to their influence level complements the
traditional definition of risk impact used in the assessment phase of management risk
systems and supports the decision-making process in risk prioritization.
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