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Abstract:

is paper looks into how widespread surveillance impacts the idea of innocence. It weighs the advantages of such surveillance
against the serious ethical issues it brings up. Monitoring can be benecial for law enforcement helping to identify innocent
individuals and clear their names. However, it also raises serious concerns about privacy violations and the risk of false accusations.
ese issues tend to affect vulnerable groups the most leading to greater harm for those already at a disadvantage. e research uses
examples from different countries to show the ethical and legal issues that come with widespread monitoring. e ndings suggest
that while surveillance can help reduce crime it oen infringes on personal freedoms and creates an atmosphere where people feel
like they are always being watched. is article argues that we need strong laws and better privacy protections. ese are crucial to
make sure that surveillance is fair and doesn’t violate people’s rights. We need to take legislative action to ensure that monitoring
systems are properly regulated. is will help protect against any potential misuse of these systems.
Keywords: Mass Surveillance, Crime Analysis, Public Relations, Privacy, Digital Age, Social Media, Innocence Deliberations,
Surveillance Impacts.

Resumen:

Este artículo examina cómo la vigilancia generalizada impacta la noción de inocencia y analiza los benecios de dicha vigilancia
frente a los graves problemas éticos que plantea. El monitoreo puede ser útil para las fuerzas del orden, ya que ayuda a identicar a
personas inocentes y despejar sus nombres. Sin embargo, también genera serias preocupaciones sobre la violación de la privacidad
y el riesgo de acusaciones falsas. Estos problemas suelen afectar más a los grupos vulnerables, causando mayores daños a quienes ya
están en desventaja. La investigación utiliza ejemplos de diferentes países para mostrar los problemas éticos y legales que acompañan
a la vigilancia generalizada. Los hallazgos sugieren que, aunque la vigilancia puede ayudar a reducir el crimen, a menudo invade las
libertades personales y crea un ambiente donde las personas sienten que siempre están siendo observadas. Este artículo argumenta
que necesitamos leyes sólidas y mejores protecciones de privacidad , las cuales son cruciales para garantizar que la vigilancia sea justa
y que no viole los derechos de las personas. Es necesario tomar medidas legislativas para asegurar que los sistemas de monitoreo
estén debidamente regulados. Esto ayudará a proteger a las personas contra el posible uso indebido de estos sistemas.

Author notes
aAutor de correspondencia / Correspondence author. E-mail: Malikbader2@gmail.com

https://orcid.org/0009-0004-4763-987X
https://orcid.org/0009-0001-0791-2905
https://orcid.org/0009-0007-5486-7012
https://orcid.org/0009-0007-0011-9414
https://orcid.org/0000-0001-7964-1051
https://doi.org/10.11144/Javeriana.vj74.prca


Vniversitas Jurídica, 2025, vol. 74, ISSN: 0041-9060 / 2011-1711

Palabras clave: vigilancia masiva, análisis del crimen, relaciones públicas, privacidad, era digital, redes sociales, deliberaciones
sobre la inocencia, impactos de la vigilancia.

Introduction

Large-scale monitoring programs frequently fail to consider how they alter the presumption of innocence.
With the prevalence of internet surveillance in today’s environment, fears about individual rights and data
privacy have greatly increased. Despite the fact that tracking is generally thought to be efficient in preventing
crime, it also involves the potential of false allegations, which can especially harm disadvantaged populations.
While researchers such as (Lyon 2022) 1  have expressed attention regarding the regression of personal
license brought about by continuous surveillance, Murakami Wood and Webster (2019) 2  conrm that
while surveillance may be useful in clearing innocent people, it also grows the likelihood of false accusations
when privacy principle are infringed. e cause of this research is to scan the ethical and legal ramications
of mass surveillance technologies and how they challenge the presumption of innocence. ree essential
questions are studied: What is the action of control on the assumption of innocence? What moral and legal
questions are raised by its implementation? What legislative frameworks are required to strike an equilibrium
between public protection and private privacy? e essay provides helpful advice to ensure that surveillance
technologies be applied ethically, preserving human freedoms liberties and the concept of innocence while
meeting the request of public security.

Real-World Impacts of Mass Surveillance on the Presumption of Innocence

UK

e base of presumption of innocence, which is a legal standing legal foundation, has been affected by the
extensive setup of CCTV cameras in operations across the UK, where the government utilizes them as a crime
dominance strategy and also for investigation goal. According to Bennett & Raab (2018), 3 notwithstanding
the arrangement’s efficacy success in surveillance of public space, it is oen associated with negative outcomes
like reduction of license of individuals and increasing umbrage among the disadvantaged who may feel they
have been targeted unfairly.

Despite legal measures like the Data Protection Act and the Investigatory Powers Act, questions remain
about the effectiveness of these regulations in truly protecting privacy rights. e European Court of Human
Rights has emphasized that surveillance must be justied in a democratic society; however, unauthorized
access to CCTV footage for non-criminal purposes continues to highlight issues with protecting individual
rights. 4  Although the UK’s extensive CCTV network has helped reduce crime, it has also contributed
to wrongful accusations. A 2020 report by the London Metropolitan Police found that 15 % of cases
involving CCTV footage resulted in misidentication of suspects, showing the risks of relying too much on
surveillance. 5  Aer the implementation of the Investigatory Powers Act, a 2022 report by the Information
Commissioner’s Office noted a 20 % decrease in incidents of unauthorized data access, suggesting some
improvements in regulating surveillance practices. 6
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e United States

e USA Patriot Act, which gave the federal law enforcement and security agencies extensive powers without
the usual court mandate, was the main system used to greatly spread the United States’ surveillance rule
following the 9/11 attacks is made it possible to take a lot of data oen without the agreement of the
people from a variety of private entities, such as credit unions and ISPs. Because it permitted the vast gathering
of phone input which uncovered intricate style of people’s actions, Section 215 was especially contentious.
Even Americans were affected by the 2007 introduction of the PRISM program, which made it possible to
collect data from large internet groups. e range of the program was made public by Edward Snowden’s
2013 detection. Highlighting issues about religious certain by drawing alertness to the supervision hole and
its disproportionate wares on some population’s communities. e American Freedom Act was come in 2015
in response to public anger to reduce mass data collection; nevertheless, several holes still occur, notably as
Section 702’s ongoing surveillance of foreign connection. Mass surveillance in the United States at this time
focus the continuous stress between national protection and individual liberties, posing questions with data
privacy and the deterioration drop of the presumption of innocent. While the government maintains that
these measures are necessary to deter terror threats, they continue to generate issues about data protection, the
foundational legal concept, and the inuence on marginalized communities. e US experience highlights
the challenge of conducting monitoring activities in a way that safeguards personal rights while without
intruding on their basic freedoms. 7  e PRISM program’s extensive data gathering has raised severe issues
about personal data protection and unfounded charges. According to the EFF (2021), approximately 10 %
of PRISM data-related legal cases resulted in incorrect charges, unfairly affecting marginalized groups. e
USA Freedom Act, aimed to prevent overcollection of information, has decreased unlawful incarcerations
by 30 %, according to a GAO analysis, indicating modest improvement in civil rights safeguarding. 8

China

e Social Credit System China’s SCS is a wide-ranging form of monitoring that goes far beyond only
monitoring unlawful activities. is approach assigns individuals a reputation rating based on a variety of
factors such as their online behavior, bill payment punctuality, and adherence to societal norms. ese scores
ratings can inuence access to essential resources like nancial assistance, job opportunities, movement, and
learning. 9  By tying behaviors to benets and sanctions, the system shapes how people respond, generating
a constant sense of being observed and evaluated. is form of surveillance not only tracks citizens but
also affects their daily behaviors, reducing their liberty and potential. 10  While the system aims to promote
reliability and public accountability it has raised severe problems about condentiality and civil liberties.
People may be sanctioned for small actions that are not criminal infractions, such as social minor mistakes or
unsettled debts. 11  is weakens the legal assumption of non-guilt since individuals are rated based on their
behavior and data obtained without a fair legal review. 12  Even in situations when rules are didn’t broken,
China’s Social Credit System frequently infers guilt fault based on surveillance information. 13  More than 15
million persons have been punished for data fault or small violations as a result, which has had serious effects.
14  ere are still trouble even with the new data protection laws of 2020. According to Amnesty International
(2022), 15  40 % of situations lacked clarity, which led to persistently harsh sanctions and raised issues with
individual freedoms and data privacy security. e style has been widely condemned for its excessive reliance
on surveillance data according to a situation documented by Human Rights Watch (2022). 16  According to
a 2021 research, 65 % of individuals are scared about data fault in the system.
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In 2021, China reacted by passing the Personal Information Protection Law (PIPL), which gave the public
more hold over data acquisition. Major problems still occur, though, particularly with the Social Credit
System. Extensive data gathering is still allowed under national security exceptions, undermining privacy
denes and putting persons to unjust penalties. 17

Russia

Russia prefers national defence over personal protection, which leads to widespread governmental control.
Laws such as the Yarovaya Law and the SORM system require extensive data storage and provide
the government immediate entry to telecommunications information. 18  Moscow uses face recognition
technology to monitor people in real time, oen focusing on demonstrators and political protestors. 19

e presumption of innocence is weakened by this widespread controlling, which also makes people feel
constantly observed and causes them to self-censor their words and actions. Signicant ethical and legal issues
about abuse and unjust arrests are heighted by Russia’s emphasis on safety above privacy, which stands in stark
contrast to the European Union’s focus on data privacy. 20  e situation serves as an alert about the risks of
giving governmental jurisdiction priority over personal freedoms and privacy rights keeping (Table 1).
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TABLE 1.
Methods to large-scale monitoring in different countries

Source: Own elaboration.

Table 1 outlines the various methods to large-scale monitoring in different countries, each dened by
government regulations. Regardless of the differences in monitoring methods—ranging from the PRISM
program in the United States to China’s public trust scheme—a common theme appears: the broad use of
surveillance records frequently leads to substantial condentiality problems and tests the premise of legal
presumption of innocence. Legal actions, such as the USA Freedom Act and China’s Personal Information
Protection Law, aim to tackle these challenges, but execution is irregular, especially in repressive regimes. is
cross-country study emphasizes the vital need for robust legal protections that combine safety issues with the
protection of personal liberties.

Legal Reforms and Safeguards As monitoring systems develop, it becomes clear that existing regulatory
structures are inadequate to protect personal freedoms, particularly the legal assumption of non-guilt. closed-
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circuit television, facial recognition, and various information-gathering tools are frequently used without
proper oversight, resulting in a dangerous imbalance between community protection and the protection of
personal freedom.

However, people are seen as possible suspects in the absence of clear-cut evidence, which can result in
unfounded accusations. 21  To ensure that all of those surveillance technologies are used in a way that preserves
people’s privacy and autonomy, we need to amend the laws governing these issues. e creation of unbiased
committees to supervise those systems would be the biggest modication. ese organizations should be
able to perform routine scanning and evaluate the results before putting any new monitoring equipment into
place. By using activity monitoring systems, this would protect human rights and stop privacy violations. 22

Legal Reforms and Safeguards

e idea of the presumption of innocence is one example of how evolving monitoring technology highlights
a weakness in the legal frameworks safeguarding individual liberty. Frequently, data-collection tools like
facial recognition and CCTV systems are used without oversight and hence lead to a dangerous imbalance
between the defense of personal freedom and the community’s security. is lack of rules produces a system
in which people are considered as potential offenders in the absence of strong corroboration, which can lead
to mistaken claims. 23

Legal frameworks must be updated to ensure that surveillance systems respect people’s freedoms to
personal space and individual control and are ethically principled. Independent regulatory authorities must
be created to conduct evaluations and effect dissection before new technology is implemented in order
to stop breaches of civil liberties. 24  Data acquisition should be conned to relevant data regarding illegal
actions in order to avoid over-tracking the public. 25  People must also be able to access and contest the
information recorded about them in order to guarantee equitable processing. 26  Clarity and clear policies on
data utilization and keeping are crucial to preventing control from being abused for political aims. 27

Public security may be enhanced by controlling but basic liberties must not be compromised. e
presumption of innocent is a fundamental principle of justice, and legal systems should strike an equilibrium
between security and personal space, 28  developing international standards that respect human freedoms and
secure moral monitoring strategies requires collaboration between countries. 29  In the US, China, Russia, and
the UK journalists inuence views on monitoring. e media in the UK highlights liberties vs s protection.
Privacy issues are highlighted by PRISM coverage in the USA. While critics draw attention to rights concerns,
official media in China supports the social credit system. Worries about privacy are highlighted by the media’s
emphasis on face identication in Russia. In general, the media affects shis in public opinion and laws.

Methodology

is research examines the impacts of extensive monitoring on the assumption of non-guilt using a descriptive
approach. 30  e study is to examine the effects of monitoring systems on individual freedoms and privacy,
including identity surveillance, CCTV, and internet tracking.

Case Study Selection

Research cases were picked to reect countries with different political systems and well-publicized initiatives
for surveillance. 31  It was chosen as a state case study due to its extensive video surveillance, demonstrating
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the nation’s widespread deployment of CCTV in public spaces. Because of its noteworthy data collection 
practices, such as the PRISM program, which raise issues regarding internet privacy. e United States was 
selected, the decision was also inuenced by the fact that public scoring in China is government-controlled 
for public oversight. Finally, Russia was chosen to illustrate the widespread use of modern face-tracking 
technology in public areas. In addition to reecting a variety of legal and political contexts, these case studies 
were selected to offer a comprehensive analysis of global surveillance technologies and their impact on 
individual liberties.

Data Collection

is study used indirect sources, including government documents, credible media, and carefully selected 
scholarly publications. 32  Our attention was drawn to publications that were released within the last ten years, 
whose content was selected based on its relevance to current affairs. Because there is a lack of primary data 
and tracking monitoring techniques are limited, especially in repressive nations, existing resources were 
used. 33  is method limits the chance of secondary data bias by utilizing only trustworthy and validated 
data.

Analytical Approach

e data was analyzed through a thematic review: it primarily focused on recurring themes such as 
misleading claims, a decline in individual rights, and concerns regarding privacy issues. 34  is analytical 
method facilitated the systematic identication of crucial components across various study instances; thus, 
it led to a comprehensive understanding of how monitoring can undermine the legal presumption of non-
guilt.ematic analysis, however, effectively synthesized narrative details from diverse contexts, enabling an 
in-depth evaluation. Although this process is meticulous, it also reveals challenges that must be considered 
in future research.

Our research concentrated on peer-reviewed articles and high-quality publications over the years of 2015 
to 2023 in order to ensure accurate and transparent source attribution. e categories were developed 
through a systematic classication method and assessed by another analyst to reduce subjectivity and 
increase the reliability of outcomes. 35

Reliability and Limitations

In order to strengthen the consistency of the analysis, inter-coder reliability was utilized: A second reviewer 
validated the coded data. Any inconsistencies were resolved through discussion. 36  However, despite these 
efforts, the study’s limitations stem from its reliance on secondary data, which may not fully reect direct 
experiences. Furthermore, because the case studies come from countries with advanced monitoring systems, 
there exists a region-specic emphasis, which could restrict the applicability of the ndings. 37

Rationale for Approach

e qualitative study design, in conjunction with pattern analysis, provided a reliable foundation for 
exploring the ethical and legal consequences of extensive monitoring.

38
 is method uncovered the primary 

concerns regarding the legal presumption of non-guilt in an era characterized by pervasive observation. 
However, it allowed for a comprehensive review across various international contexts. Because secondary data
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was utilized in this study, a stringent selection procedure was implemented to ensure both the appropriateness
and credibility of the sources. Although the approach was effective, it did not require eld data collection,
thereby simplifying the research process.

e focus was given to the integration of government documents, credible veried nonprot ndings, and
reliable studies. Information was evaluated across various independent sources to strengthen the research and
mitigate bias —particularly from data collected in regions with restricted access, such as the People’s Republic
of China and the Russian Federation. 39 Future studies could potentially resolve this issue by utilizing primary
sources, like focus group discussions; however, this research relied on indirect data because of the difficulties
associated with obtaining surveillance data. Direct feedback from individuals who are subjected to monitored
(or from security personnel) may provide critical viewpoints that deepen understanding of the real-world
impacts on individual liberties and the legal principle of innocence.

Why the Presumption of Innocence is Valid?

Assumption of innocence stands as one of the core principles of criminal law; it ensures that the onus of
proof lies with the prosecution and that a person is regarded as presumed innocent until guilt is proven. is
concept, which prohibits convictions without hard proof, is crucial to guaranteeing that justice is carried
out equitably. Also, it protects people from unjustied punishment and upholds their fundamental rights.
International legal frameworks in the world uphold this idea. Even so, this fundamental idea is at danger, due
to the growing use of surveillance technology. Even while it could improve security, people might be unjustly
inspected. is makes us ask question about the presumption of innocence and the possible loss of privacy.

One of the cornerstones of the criminal justice system is the presumption of innocence and most
importantly it conrms that the burden of evidence rests with the judicial system and that a person is assumed
innocent unless and until proven guilty. is concept is necessary to ensure that justice is carried out fairly
and to stop people from being unfairly convicted in the lack of solid proof. Further, it protects basic freedoms,
guaranteeing that no one is subjected to unjust punishment. International legal norms that endorse this
approach include the European Convention on Human Rights (ECHR) and the Universal Declaration
of Human Rights (UDHR). However, because various nations have different meanings, it may be more
challenging to put these concepts into effect, and we should note that these documents establish a solid base,
the real-word execution oen faces hurdles.

But as surveillance technologies advance, this concept faces more and more difficulties. e usage of
surveillance technologies, such as personal identication systems and closed-circuit television (CCTV), is
increasing without sufficient legal oversight. At times, these systems classify people as suspects based on
guesses or hunches rather than concrete facts.

e basic legal premise is seriously threatened by this shi from a veriable evidence approach to
assumption-based monitoring, which makes it possible to hold someone accountable even if they did nothing
unlawful. Although, this dependence on speculation raises signicant ethical issues. e outcomes of such
activities might erode trust in legal systems, even when the goal may be to increase safety.

Discourses Relating to Reconnaissance

As reconnaissance innovations create, it is easy to understand that one of the foremost inconvenient impacts
could be a misfortune of security. Researchers like Warren and Brandeis (1890) have long famous the
association between the misfortune of individual opportunity and checking. However, since so numerous
individuals are unconscious of its signicance, this issue is as oen as possible neglected. In spite of the benets
of innovation progression, there are genuine concerns almost individual space.
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e growing implementation of surveillance has generated fears about the legal assumption of non-guilt, 
an essential legal protection that is currently at risk. Long-term extended monitoring using CCTV (closed-
circuit television and facial analysis technology can lead to unease, social labeling, and decreased loss of 
condence. ese ndings are particularly troubling because they call into question the legal and moral basis 
for the foundational legal concept. Detractors state that in democracies, the presumption of innocence should 
be treated as both a fundamental value and a legal protection. Some legal specialists advise that applying 
this concept too broadly may lead to baseless fears about incorrect assertions. According to these academics 
the presumption should be applied more administratively particularly in court proceedings like trials. We
rmly believe that the presumption of innocence should continue to be a pillar in preventing people from 
being wrongfully criminalized even though we acknowledge that surveillance systems may contribute to 
preserving public trust. e idea that people should be presumed innocent unless proven guilty through a 
fair and open legal process is one that we uphold in light of the expanding use of surveillance technologies. 
Maintaining the legal assumption of non-guilt is more essential than ever in preventing wrongful 
conviction, especially given the rapid developments in surveillance tools. 40,41 To defend individual legal 
protections and condentiality, as well as to prevent innocent persons from being incorrectly agged as 
suspects based purely on data or speculation, our legal systems must adapt with emerging tools. 42,43  
To achieve an equilibrium between the benets of surveillance and the protection of core freedoms, clear 
legal protections and accountability frameworks are necessary. 44,45 However, this necessitates careful 
consideration, because without such controls, the potential harms may outweigh the benets. Although 
some may disagree, it is vital to establish these protections to maintain a just society.

Criminal Proceedings: e Right to Trust the Presumption of Innocence

e foundational legal concept is a core principle of penal law that holds an accused party innocent unless 
proven guilty. is principle places the responsibility to provide evidence on the legal accuser, guaranteeing 
that no one is unjustly considered at fault without evidence. e Universal Declaration of Human 
Rights (UDHR) and the European Convention on Human Rights (ECHR) both highlight the need 
for just legal processes in defending personal freedoms.

e growth of extensive surveillance tools, including CCTV, biometric identication, and mass data 
acquisition, poses substantial risks to the core legal safeguard. Surveillance systems that monitor individuals 
without their agreement or awareness are oen used to spot suspects, even in the absence of concrete evidence.
is transition, from a justice system focused on evidence to one driven by suspicion based on data, erodes 
the principle that individuals should only be treated as guilty once solid proof is presented. In the United 
Kingdom, for example, CCTV systems are used extensively, and although they can help solve crimes (resolve 
cases, aid investigations, they also create situations where individuals are treated as suspects based merely on 
their location in certain areas, without any real proof of criminal activity. 46  Similarly, in the United States, the 
PRISM program, which was revealed by Edward Snowden, demonstrates how mass data collection allows the 
government to monitor individuals without their knowledge, increasing the risk of wrongful proling. is 
program is a classic example of how surveillance undermines the presumption of innocence by treating data 
as a sufficient sign of potential guilt. In order to build a scenario where people can be judged and sanctioned 
based on information rather than any actual illegal activity, this system monitors social behaviors, economic 
choices, and even viewpoints. Since it labels people as responsible for offenses without following the proper 
lawful protocols or receiving a just legal process, this directly conicts with the core legal doctrine. 47  ese 
cases demonstrate the increasing judicial challenges that develop when monitoring systems are permitted 
to function without appropriate control. Even though these technologies could enhance security, they also 
present serious risks to condentiality and personal freedoms, especially when they are used to detect persons
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in advance based on unveried beliefs rather than factual verication. e fundamental concept that someone
should only be judged responsible following a fair lawful proceedings and strong verication is weakened by
this transition.

As surveillance continues to advance, it is essential that our legal systems adjust to ensure that individual
rights are upheld. Clear legal protections and accountability mechanisms must be established to ensure that
the use of surveillance does not violate on the presumption of innocence, and that individuals are not unjustly
treated as suspects based on unreliable data or assumptions.

Illegal Prosecutions and Surveillance Overuse

When an individual is treated as though they have a tendency toward or are actively engaging in criminal
behaviour when there are insufficient reasons for such an assumption, this is an example of unjustied
criminalization. Unjustied criminalization is a form of overcriminalization. Unjust criminalization is at its
worst when it leads to the conviction of innocent persons; this is precisely what the right to be presumed
innocent is intended to prevent. 48  On the other hand, wrongful criminalization is at its mildest when it
results in very modest intrusions of private space. When determining whether or not anything represents
unjustiable criminalization, we will consider not only how we respond to those who commit crimes, but
also the characteristics that lend credence to labelling someone as a criminal. Both of these factors will play
a part in our analysis. For the second half of your question, we can make the case that there are legitimate
reasons when there is evidence that points to criminal behaviour in a way that is strong enough to warrant the
suggested preventative or punitive action. In other words, we can argue that valid reasons exist when there
is evidence that points to criminal behaviour.

ese ideas will be discussed in the light of the question of whether or not particular kinds of surveillance
lead to the unjustiable categorization of certain individuals as criminals. In conclusion, in order to provide a
comprehensive response to the problem, we need to investigate whether or not monitoring tactics invariably
lead to the unlawful prosecution of persons, or whether or not, in principle, they might be deployed without
doing so. Only then will we be able to determine whether or not certain monitoring strategies can be used
without leading to the unwarranted prosecution of individuals. 49

Widespread or indiscriminate monitoring undermines the legitimacy of the government by falsely
criminalizing individuals. It is difficult to present evidence against such pervasive criminalization practices
because criminal behaviour is fundamentally abnormal and deviates from social norms. It would imply that
the law is outdated to assume that everyone has the potential to commit crimes. Mass monitoring does not
always violate the presumption of innocence because it does not single out innocent people for attention,
despite the problems with these surveillance techniques. 50

e practice of classifying persons in accordance with the likelihood that they will engage in illegal activity
constitutes a form of criminalization that can be observed in a variety of contexts. e backlash against police
techniques of racial and ethnic proling is a common example. e argument against these practices is that
they criminalize not just the individuals who are targeted but also entire communities. 51  ere are a couple
strong counterarguments to this position. Regrettably, there are situations in which illegal activity takes place
despite the fact that there is justication for the action that is being conducted. Customs officers may, for
instance, conduct surveillance at the border in response to information received about a human trafficking
ring maintained by individuals of a certain ethnic origin who transit between different locations. It is possible
that the policy’s intended victims have this ethnic background; yet, the surveillance may lead to people of that
origin being criminalized; this would be legitimate if the proof were sufficient. Due to the fact that we have
been having this conversation, we have reached the realization that targeted surveillance does not necessarily
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result in the incorrect criminalization of behaviour. Surveillance, however, can and frequently does lead to
wrongful criminalization.

It is pointless to try to discover, for the sake of this research, which sorts of monitoring are more likely to
criminalize erroneously and, as a result, which types of surveillance can be considered as legally eroding the
presumption of innocence because it is unnecessary to try to determine these things. is article attempts to
get a knowledge of the impact that surveillance activities, in general, have on the presumption of innocence.
Considering the high chance that these processes can and are used to safeguard individuals from being
wrongfully charged of crimes and convicted of those charges, this article tries to gain an understanding of
the impact that surveillance activities, in general. e preliminary research on this topic has been completed;
monitoring practices have the potential to be utilized in ways that undermine the presumption of innocence
by incorrectly identifying persons as criminals and do so. On the other hand, such applications are not
required to take place. In addition to a more thorough analysis of the study, the prospect of gaining a better
understanding of the research has also been investigated.

Value of Surveillance Evidence in Preventing Mis-Convictions

e surveillance techniques can and do already safeguard innocent individuals from being falsely prosecuted
and convicted of crimes. ere is no doubt that this is a contentious claim. As a consequence, of this,
the individuals in question are spared the signicant expenditures associated with going to trial or being
convicted of crimes for which they were not liable. is can be accomplished in three different ways:

a) by reducing the number of people who make false confessions;
b) by making a greater quantity of exculpatory evidence available to the denes;
c) by preventing law enforcement investigations from becoming myopic. e most recent empirical

research from the United States and the United Kingdom on the factors that lead to erroneous
convictions served as the foundation for the development of these notions.

ese hypotheses are plausible, and we should take them into consideration when framing and moving
on with the conversation about how pervasive surveillance undermines the constitutional guarantee of the
presumption of innocence. Social scientists are currently conducting research to investigate and validate these
hypotheses about the factors that lead to wrongful accusations and convictions. Contrary to the ideas of
certain legal theorists, there is not a large rise in the number of false convictions caused by the admission of
hearsay or proof of a person’s bad character, 52  for example other factors, such as the partiality of the judge
or the inability of the jury to properly evaluate the evidence, are more likely to be responsible for wrongful
convictions. Misidentication of a suspect by a witness, fabrication of confessions, inefficiency on the part
of both the denes and the prosecution, and (much less substantially) incorrect interpretation of forensic
evidence are all factors that might lead to an incorrect conviction. 53  Instead of being caused by one or more
of these components, they are the ones who are causing them.

When conducting a criminal investigation, it is not uncommon for detectives to experience tunnel vision
in the early stages of the inquiry. It should thus not come as a surprise to anybody that the research also
demonstrates that the causes for erroneous allegations and convictions lie in aws that may be addressed
most effectively by efforts taken in the relatively early phases of a case. ese faults can be addressed most
effectively by efforts taken in the relatively early stages of a case. According to the ndings of various pieces of
study, these mistakes become deeper rooted and more serious at each successive level of the legal system. As a
consequence of this, relying on legal processes to x them aer the fact when they are already rather late in the
game is not the most effective strategy for dealing with the issue. Putting corrective interventions into place
far earlier, ideally even before suspects are formally charged with criminal offenses. 54  e evidence that may
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be obtained through surveillance has the potential to prevent or remedy the development of tunnel vision 
in law enforcement and, as a consequence, to combat what the ndings of the research demonstrate to be 
the single most important factor in the occurrence of wrongful convictions. is can be done by preventing 
law enforcement from becoming overly focused on a single suspect or by focusing on multiple suspects at 
once. Taking steps to prevent the development of tunnel vision is one method that can be utilized in order 
to successfully complete this task. e easiest technique for achieving this objective, as well as one of the 
most effective ways, is to incorporate the gathering of evidence from surveillance into processes that are 
supposed to counteract tunnel vision. e appointment of ‘contrarians’ or devil’s advocates in countries 
such as Canada and the Netherlands are one example of a recent movement to adjust police investigative 
techniques in ways that challenge tunnel vision. More examples include more recent initiatives. 55  eir 
role is to examine the judgments made during an investigation in an effort to head off the formation of 
prejudices or preconceived conceptions that could affect the outcome. ese officers are acting on their 
own and are oen called in from another agency.

No matter how far technological progress has come, the problem of tunnel vision will exist as long as a 
police department’s approach to criminal investigation places a higher value on the conrmation of a theory 
than it does on the uncovering of the truth. is is the case even if the technology in question is cutting edge. 
One may make the argument that it is mostly meaningless to speculate about how technologies might be 
employed in the future unless and until we change our attitude on the matter. 56

is argument is made in a way that is far too hasty, despite the fact that it contains a grain of truth. Tunnel 
vision is something that may be treated with particular technologies, and as a result, the likelihood of an 
innocent person being wrongfully convicted of a crime decreases when these technologies are utilized on a 
consistent basis. An illustration of a ngerprinting technique that is meant to be used in forensics. An attempt 
at a forensic drawing depicting the process of ngerprinting. In particular, DNA testing has been vital in 
helping to reverse the convictions of persons who were unfairly condemned. When it comes to preventing the 
wrongful conviction of innocent individuals and overcoming bias, DNA evidence, provided it is both easily 
available and accurate, can provide the required objectivity. In order to accomplish this goal, it is necessary 
to cut through the haze of ignorance and create a picture that is more accurate of the current circumstance.
ere is a possibility that the benets associated with DNA evidence can also be applied to the evidence 
obtained through surveillance. 57

It is not inconceivable that, at some point in the future, the duty to collect CCTV evidence from crime 
scenes could be elevated to the position of a legal responsibility, and one could argue that it should be. In most 
cases, the police are not compelled to actively search for or gather evidence that would exonerate a suspect; 
but, in many jurisdictions, they are required to report the existence of any evidence that might exonerate a 
suspect. e law in the United Kingdom requires that investigations be conducted by the police following 
all ‘reasonable lines of inquiry,’ which is a higher standard than in the majority of other countries. As more 
people become aware of the various evidence sources, it is projected that there will be an increase in the 
number of legal actions taken against law enforcement. For instance, this can take place if those who were 
unfairly convicted argue that law enforcement officials had the ability and the duty to retrieve potentially 
exonerating CCTV footage but did not do so. In today’s culture, defendants almost never get an advantage 
as a result of this kind of legal argument. is is due to the fact that a lot of hinges on what is considered to 
be ‘reasonable,’ as well as the fact that it relies on a challenge from the defendant aer the fact rather than 
factoring in protections from the very beginning of the process. It’s possible that digital collection will be a 
more cost-effective method of gathering evidence. e gathering of evidence using digital means might be a 
more cost-effective and efficient option. 58

Despite a wealth of research on the use of surveillance evidence in crime detection and prevention, no 
empirical study has yet to directly evaluate how it might clear suspects in court or exonerate them. Even 
though surveillance is frequently defended as a means of improving security, its contribution to maintaining
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the presumption of innocence is not well studied, indicating a disconnect between its security purpose and
its capacity to shield people from false accusations. 59

Social Order’s Presumption of Innocence: Surveillance Impacts

ere are issues with both of the potential choices that can be made. Even though it is feasible that more
surveillance will result in fewer innocent individuals being criminalized overall, the fact that this is possible
does not erase the reality that some people have been wrongfully convicted of crimes. At the very least,
therefore, the aggregative method provides us with a footing on which to evaluate the inuence of such
measures on the presumption of innocent. An evaluation such as this could assist us in reaching conclusions
regarding the general justiability of such actions. On the other hand, it would appear that the second choice
more accurately portrays the effect that monitoring has on the presumption of innocence because it separates
the possibility of an incorrect suspicion from an improper conviction. However, a cursory examination reveals
that it is less valuable than the rst because it does not produce a distinct general judgment that could assist
in informing more extensive policy concerns. 60  In spite of these things that need to be taken into account,
there is at least one argument that can be made in support of selecting the second option, which is the non-
aggregative one. e aggregative option can be thought of as a form of fundamental aggregative utilitarianism.
Its purpose is to assess whether or not there has been interference with the presumption of innocence. Taking
this approach would require comparing the potential advantage of preventing an inaccurate allegation and
conviction against the potential risk of developing a wrongful suspicion as a result of monitoring activities.
To restate, the aggregate option is best understood as a straightforward example of the utilitarian aggregate
strategy. When the relative signicance of avoiding erroneous suspicion and wrongful conviction is weighed
against one another, utilitarian logic would place greater emphasis on the former. is is due to the fact that
the interests that are at stake in erroneous conviction are more important to people’s well-being than those
that are at stake in wrongful suspicion. 61

Doing harm is worse than not doing it, according to the “acts and omissions” principle, which inuences
conversations about moral responsibility. Some people believe that protecting innocent people should come
before protecting others. In this instance, it suggests that monitoring methods should be avoided if they create
irrational suspicions, even if they reduce the number of false convictions. Good surveillance can lower false
suspicions and increase security for serious crimes. Despite the fact that this study discusses these benets and
offers suggestions, those who criticize surveillance usually overlook potential non-safety advantages. 62

Legal Reforms and Safeguards

As surveillance technologies continue to advance, it’s becoming clear that current legal frameworks are
no longer adequate to address the privacy concerns and civil liberties threats these systems present. Tools
like CCTV, facial recognition, and data collection technologies are oen implemented without proper
supervision, which creates a dangerous disparity between public safety and the protection of individual
freedoms. is lack of regulation can lead to situations where individuals are treated as suspects without
any solid proof, threatening the presumption of innocence and increasing the risk of wrongful prosecution.
e implementation of legal actions is essential, this is clear to address these pressing critical problems.
First and foremost, we must create impartial oversight bodies to secure that surveillance technologies are
used in an ethical and transparent manner. ese agencies should have the authority to systematic checks
and carry out research, ensuring that new surveillance technologies do not infringe violate individual rights
or personal freedoms before they are implemented. However, it is important to realize that the efficacy
of these measures’ hinges on rigorous execution. Although challenges may occur, the commitment to
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safeguarding civil liberties must remain unwavering, because such safeguards are fundamental to a just society.
Comprehensive oversight of data collection methods is also essential. Monitoring technologies should only
compile data that is directly connected with preventing criminal behavior. is approach could reduce the
risk of unnecessary surveillance; however, it might still lead to the incorrect identication of innocent people
as a due to inaccurate information. Furthermore, individuals ought to have the right to examine and dispute
the records that have been created about their actions, because this would allow them to challenge unfair
monitoring practices. Liability constitutes an essential part of these activities. Clear rules concerning the
duration of information collection should be established; individuals must also be alerted when they are
under monitoring. is transparency permits individuals to probe and assess monitoring strategies. However,
it also diminishes the probability that these systems would be exploited for purposes such as population
control or political manipulation. Although some might contend that monitoring is unnecessary, it remains
crucial because it nurtures a sense of trust between individuals and the entities that regulate them. New
monitoring systems can indeed enhance public protection; however, they must not infringe violate basic
rights. In order to maintain the legal presumption of non-guilt, legislation ought to be updated to achieve
an equilibrium between secrecy and security. We must conrm that monitoring does not in any way weaken
this essential fundamental law. Ultimately, global collaboration is essential. Nations must work together
to establish worldwide benchmarks for surveillance protocols in order to make certain that they serve the
public, without transforming into instruments of control. However, by uniting their efforts, countries can
cra develop legal structures that protect fundamental and personal freedoms, while simultaneously allowing
surveillance to enhance security. Although challenges exist, this collaboration is critical, because it fosters a
safer environment for everyone involved.

Discussion

e aim of this research was to explore how the presumption of innocence is inuenced in various
international scenarios by mass surveillance systems like CCTV, facial detection and digital surveillance.
According to our study, although these technologies are frequently presented as tools for preventing illegal
acts, they may potentially weaken the core legal presumption of innocence unless declared guilty. 63

e goal of this study was to analyze how the legal presumption of non-guilt is affected in a variety of
cross-border contexts by comprehensive observation methods, such as CCTV, web monitoring, and face
analysis soware. Our study suggests that these technologies may also weaken the fundamental legal principle
of innocence until proved, despite the fact that they are oen presented as ways to reduce criminal activities. 64

Results in Context with Objectives

Findings in Relation to the Goals salts Linked to Objectives

e primary goal of the study was to understand the connection between civil liberties and, in particular,
the presumption of innocence, and widespread tracking. Case research conducted in the United States,
China, Russia, and the United Kingdom have shown that people are oen regarded as suspects based only
on monitoring records. In the UK, the pervasive deployment of CCTV creates a culture in which people feel
constantly observed, which leads to self-censorship and a reduction in civil freedoms. 65  Similarly, in a related
manner, the US’s PRISM program collects information without bias, which creates privacy problems and the
risk for innocent persons to be mistakenly prosecuted without completing the proper due procedure. 66
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Comparison with Previous Studies

is research builds on and conrms the results of researchers such as Lyon (2018); 67  Murakami Wood &
Webster (2019), 68  who have long highlighted the fundamental conict between safety, as implemented by
these scholars, and individual freedom in relation to control. But the paper was wrong to gather what seems
to be a relatively novel concept: Connect monitoring practices directly to the legal presumption of non-
guilt. Although this has received limited focus in the earlier research of surveillance, which focused mainly
on the privacy or security strategies to the problem, many challenges can arise regarding the ethical and legal
outcomes of surveillance for the justice framework.

Study Contributions

e aim of this study is to integrate the broader discussion on surveillance by merging the assumption of
innocence. Although the presumption of guiltlessness has oen been considered a legal protection, this
research claries the way it nestles alongside civil freedoms and surveillance strategies—while also pointing
out the risks caused by unrestrained data gathering. 69  It also recommends many legislative steps, which can
help ensure a balance between safety and privacy (e.g., setting up establishing impartial monitoring authorities
or implementing data collection practices). 70

Study Limitations

ere are a number of challenges with the study. A key limitation is the utilization of pre-collected
information that may generally be unable to represent the range of viewpoints and situations relevant to
stakeholders impacted by surveillance. is was heightened as data from neighboring authoritarian countries
oen had to be omitted due to political limitations preventing analysis of controlled nations. 71  ird, since
most case studies concentrated on countries with advanced monitoring systems, the results may not indicate
the situations of other countries with weaker or less entrenched monitoring systems.

Conclusion

is study analyzed the impacts of widespread tracking on individual freedoms and the presumption of
innocence in the US, UK, China, and Russia. Even if surveillance is oen considered to be a necessary
condition for safety and crime control, it comes at a high risk to personal freedoms, especially in the absence of
effective control. Ubiquitous CCTV in the UK has weakened public condence, leading to self-monitoring
and fear. e US PRISM program caused severe privacy breaches as well as false accusation issues. In China,
the Social Credit System showed the way behaviors are managed by monitoring and, consequently, harsh
penalties for wrong data. Facial recognition at protests in Russia raised concerns about wrongful convictions
and political repression.

ese ndings point out how we need good laws legal measures and worldwide protocols to stop these
nosy practices. To defend people’s freedoms, we need to be responsible, clear and keep information secure.
Future studies should involve the people affected and legal experts to get a better insight of how surveillance
affects the idea that everyone’s innocent until proven guilty. If we don’t set up the right global frameworks,
we might end up damaging the basic principles of democracy. is could make things lean too much towards
societal protection instead of individual liberties.
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To make sure surveillance technology works effectively without monitoring the principle, freedom of
innocence until proven guilty, we need a thorough framework.
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