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Abstract:

The aim of this research paper is to evaluate the use of blockchain technology to control fraud in sports betting, analysing its
potential to combat possible problems, such as manipulation of results, fraud and lack of transparency. The methodology used
is of a qualitative dogmatic-legal approach, as an analysis of the existing literature is carried out and the current positive law is
interpreted in the light of the doctrine. The results reveal that the implementation of blockchain can create secure, decentralised and
immutable environments that guarantee the transparency of transactions, highlighting the fundamental role of Smart Contracts
in the automation of the fulfilment of obligations. Thus, it is concluded that it could be feasible to incorporate this technology as
a mechanism to potentially ensure the legal security of transactions in the sports betting industry, contributing to create a more
trustworthy and secure environment for users.
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Resumen:

El presente articulo de investigacion tiene como objetivo evaluar el uso de la tecnologia blockchain para el control del fraude en
las apuestas deportivas, analizando su potencial para combatir posibles problemas, como la manipulacién de resultados, el fraude y
la falta de transparencia. La metodologia empleada es de enfoque dogmético-juridico de tipo cualitativo, puesto que se efecttia un
andlisis de la bibliografia existente y se interpreta el derecho positivo vigente a la luz de la doctrina. Los resultados revelan que la
implementacién de blockchain puede crear entornos seguros, descentralizados e inmutables que garantizan la transparencia de las
transacciones, destacando la funcién fundamental de los smart contracts en la automatizacién del cumplimiento de las obligaciones.
De esta manera, se concluye que podria ser viable incorporar esta tecnologia como un mecanismo que potencialmente garantice
la seguridad juridica de las transacciones en la industria de apuestas deportivas, contribuyendo a crear un entorno mds confiable
y seguro para los usuarios.

Palabras clave: tecnologfa, blockchain , fraude, apuestas deportivas, smart contracts .

Introduction

Until recently, people carried out their daily activities and tasks using elementary, analogue means, but
with the advent of the Information Society, new technologies have emerged that facilitate communication,
optimise processes and transform the way in which information is accessed, managed and shared. !

Among all these technologies, the blockchain emerged in 2008 as a distributed registration system
designed to eliminate the problem of double spending of cryptocurrencies within the Bitcoin protocol
developed by Satoshi Nakamoto. Subsequently, thanks to the advances and functional developments that
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this technology underwent, it was possible to incorporate Smart Contracts, which allowed the automation
of obligations and guaranteed their fulfilment. 2

In addition to the various functionalities provided by blockchain technology, it is necessary to highlight its
innovative features, as it is these, together with other aspects, that will make it possible to create a distributed,
immutable, decentralised, transnational, transparent and secure system capable of more effectively protecting
the rights and interests of users and guaranteeing legal certainty in their sports betting. ?

At the same time, new technologies have also completely transformed the sports betting industry. In
this sense, digitalisation brings with it the possibility of creating virtual systems in which users, with just a
computer device and an internet connection, can place an endless number of bets online, faster and in real
time. 4

Given this situation, it is clear that new technologies facilitate various activities and transactions, however,
they also open the door to the commission of illicit activities such as fraud that jeopardise the legal security
of these systems and the rights and interests of users. In this respect, it should be noted that sports betting
fraud is no longer a historical phenomenon but a global criminal problem, involving criminal organisations,
sportsmen, referees, businessmen and intermediaries. 5

In addition, it should be taken into account that it is estimated that more than 1.6 billion euros are spent
each year on illegal sports betting, which shows the need to seck alternatives that at least mitigate these
conducts and provide legal certainty to the sports betting activities carried out by users within virtual
systems.®

On the other hand, it should be noted that fraud” in sports betting does not only come from illicit
activities such as match-fixing or betting,® but there are even others such as professional simulation of
online betting,’ i.e., a person pretending to be a professional bettor and defrauding users seeking to place
sports bets or, also, identity theft or credit card theft where amounts are unfairly charged on digital betting
platforms such as, for example, BET365.1°

In this context: Increasing fraud and crime in the sports betting sector, economic importance and the
emergence of a technology apparently capable of creating systems that are proof against such illicit actions,
it is necessary to write this article in order to analyse the possible solutions offered by blockchain
technology to ensure transparency and security in sports betting.

Blockchain Technology: Concept, Types and Functionalities

In addition to the characteristics that make it possible to use the Blockchain to create a secure space in
which to place sports bets, it is important for the reader to look at what this technology consists of, what its
types are and what functionalities it brings to society, as it is this information that makes it possible, at a
glance, to understand the potential of these systems to transform the sports betting sector and ensure that
its activities enjoy legal certainty.

Initially, Blockchain systems were intended to serve as a distributed database where transactions
were gradually recorded and stored. With the passage of time and functional developments, this technology
has mutated into something more complex, allowing it to serve as a magic computer into which anyone can

load programs. 11

Currently, there is no legal framework that defines or regulates this technology, so the only way to

clarify what the Blockchain consists of is to study what the doctrine states. 12

When defining Blockchain technology, it must be taken into account that there are many

concepts contributed by authors, which consequently makes the term overloaded or uncertain. ?
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On the one hand, the jurisprudence through STS 326/2019, 20 June 2019, resolution no. 326/2019,
ECLI:ES:TS:2019:2109 states that Blockchain is “a public and distributed ledger, where all transactions are
stored permanently in a database.”

On the other hand, the authors define it in different ways, however, they converge in that these systems
must be defined according to the functionality for which they are intended. Thus, if it is used to store data, it
should be conceptualised as a distributed database with the characteristics of the Blockchain or, on the other

hand, if it is used to automate obligations, it should be defined as a software in which self-executing programs

can be loaded once pre-established conditions are met. 14

In turn, as a result of the developments that Blockchain has undergone, it can be said that today we can find

different types of systems. Blockchain technology emerged with Bitcoin as a public architecture in which any

user could observe the transactions carried out and even operate by simply registering on the platform. >

Opver time, these types of architectures began to evolve and give way to what we know today as the different

types of Blockchain, which are: Public, hybrid and private. 16

Among these types, the one that interests this study is the private type, since the first two can be consulted
by any user, there are no central authorities that can govern access and mediate over possible disputes and,
furthermore, within public systems users can act under pseudonyms that greatly impede their traceability to

the point of allowing them to act anonymously. '’
Furthermore, it should be remembered that, since there is no hierarchy in public systems, it will be difhicult

to comply with the data protection provisions of the Data Protection Regulation '* regarding the need for
a data processor and a data controller. Y Tn turn, due to the immutability of the information, it will not be

possible to exercise ARCO 20 rights in public Blockchains either, which suggests that it will be necessary to

use a private Blockchain where there is a central authority, hierarchies and, of course, greater ease in changing

or deleting information while respecting the data protection rights recognised by the legal systems. *!

In this regard, it is worth noting how different authors leave aside public systems to propose private systems
to, for example, guarantee the privacy of tax information, allowing only registered and linked taxpayers to act
on the Blockchain, with limited access and the involvement of the tax authority as the central authority. >

As can be seen, Blockchain technology can apparently be proposed to create a private system in which
sports betting service providers use private Blockchain systems to ensure greater legal certainty and that the
rights and interests of users are better protected, however, before proposing the platform, it is useful to analyse
the current state of sports betting and its regulation.

Legal Framework for Sports Betting in Spain

Gambling and betting have historically been briefly regulated in the Spanish legal system, specifically in
articles 1798 to 1801 of the Civil Code. Thus, it was not until the enactment of Royal Decree-Law 16/1977 of
February 25, 1977, regulating the criminal, administrative and fiscal aspects of games of chance and betting,

that they were decriminalised in Spain, establishing a system of authorisation for gambling and betting. **
Since the conduct was decriminalised, the regulation of gambling and sports betting in Spain is mainly

governed by Law 13/2011 of May 27,2011, on the regulation of gambling. In this regard, the legislation sets

out the regulatory framework for gambling activities at state level (including sports betting) with the aim of

guaranteeing the protection of public order, preventing fraud, avoiding addictive behaviour and protecting

minors. 24

Likewise, the aforementioned regulations require platforms operating in Spain and offering games of
chance to have a fiscal domicile and an operating licence within the territory, which is obtained from the
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Directorate General for the Regulation of Gambling, which is the body responsible for supervising and
controlling the gambling market in Spain.
Until relatively recently, in Spain there were no rules expressly regulating gambling on the internet and

there was no case law interpreting the rules of traditional gambling in relation to online gambling. 25

With the emergence of new technologies, Spain, through Order EHA/3080/2011, of November 8, which
approves the basic regulation of sports betting, establishes in a new way the need to take into account new
communication technologies in sports betting, because, as indicated by the “set of economic, technological
and social circumstances, means that traditional forms of gambling have been joined by others and that
certain traditional games, such as sports betting, require adaptation to the new circumstances.”

Likewise, as a result of this need, Law 23/2022, of November 2, amending Law 13/2011, of May 27, on
the regulation of gambling, was created to adapt the gambling market as far as possible to the new digital
challenges related to this activity, such as, for example, online gambling, player protection and the fight
against fraud. In this regard, perhaps the most relevant aspect for this article is the standard for the responsible
use of non fungible tokens (NFTs), loot boxes and monetisation systems in video games, as one of the
functionalities of the Blockchain is to serve as a platform for storing and exchanging NFTs. 26

On the other hand, due to the continuous fraudulent conduct that occurs within sports betting activities,
Order PCI/759/2019 of July 9 is created, which creates and regulates the National Commission to combat
the manipulation of sports competitions and betting fraud. In this regard, given the economic interest
generated by this type of activity and the need to provide maximum legal certainty, the creation and
regulation of a body capable of preventing, detecting and sanctioning fraudulent activities related to sports
betting is a priority.

With the emergence of new technologies, the importance given to gambling has increased enormously. In
this sense, with new technologies and the use of the internet and digital services, such as online gambling
applications, it has become one of the main options for operators to place bets.

In the case of sports betting held over the Internet and, like any service provided by electronic tools, Law
34/2002 of July 11, 2002, on information society services and electronic commerce applies locally, which
regulates games of chance offered by service providers that are legally established within a Member State of
the European Union or the European Economic Area, using digital media, provided that they involve bets
of economic value.?’

With regard to this type of activities, there is a clear concern about the possible participation of minors.
In this context, although being a minor implies a subjective restriction to participate, it is clear that minors

have access to both face-to-face and online gambling and, in turn, it can also be observed that more and more

young people are starting this practice at an earlier age. *®

Aswe can see, the Internet and digital platforms that know no borders are used, * 50 that not only Spanish
regulations should be studied, but also, at the international level, there should be some kind of regulation
that sheds light on the possible risks involved in online sports betting.

From an international perspective, the Council of Europe Convention on the Manipulation of Sports
Competitions, known as the Macolin Convention, can be highlighted, which deals with the regulation of
sports betting and the prevention of fraud associated with this type of activity.

The treaty, which was adopted in 2014, focuses on the prevention, detection and punishment of
manipulations that can occur in sporting competitions, such as match-fixing and betting fraud, by promoting
collaboration between public authorities, sports organisations and betting operators to protect the integrity
of sport.® In this respect, Spain ratified the convention in October 2024 and it entered into force in February
2025.

However, as some authors point out, although the Spanish experience in the field of sports betting can
serve as a reference to analyse the evolution of this phenomenon in Latin American countries, one cannot
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lose sight of the fact that regulation in many cases is insufficient or even stagnant, which makes this field an

area of great interest both for society and for local and foreign providers. *!

Against this backdrop of legal uncertainty, possible commission of illegal activities to the detriment of users
and operators, the need for online service providers to acquire licences, lack of security and transparency,
possible non-payment of amounts, lack of borders within digital gambling systems and possible involvement
of minors, the Blockchain appears as a possible solution to these risks, provided it is correctly configured.

Blockchain System for Sports Betting

Having analysed the rules that regulate sports betting activities at national and international level and in view
of the risks and disadvantages exposed, the purpose of this article is to propose Blockchain technology in
order to create a system that responds to all the issues generated and that allows better compliance with the
rules set out above.

As mentioned above, the system of interest is that of the private Blockchain because in this type of platform

there is an authority that regulates access and controls the actions carried out within the chain. 32 Moreover, in
order to supervise these entries, the authority will require a reliable digital identity of the subject, considerably
mitigating access by minors or those who should not have access because they have been deprived of their

capacity to act. 33

As seen above, some authors have proposed such systems governed by a central authority such as a tax
authority. In this case, the central authority would be the online sports betting service provider, such as, for
example, BET365 or Bwin, and access could be granted to a licensing authority (in the case of Spain, the
Direccién General de Ordenacion del Juego) or another supranational authority to monitor the actions and
bets placed, since the Internet is a global space where operators can act from anywhere in the world. **

Furthermore, one of the characteristics that Blockchain offers to the activities carried out in its systems is
security. In the face of growing cyber threats and the possibility of carrying out illicit activities contrary to legal
sports betting, a Blockchain system can be set up to guarantee the security of information and transactions
due to its advanced cryptographic architecture. 3 In this sense, the security of transactions within the digital
betting platform would be more solidly ensured, mitigating fraud, scams and any other actions contrary to
the rights and interests of users and operators.

On the other hand, as hasbeen indicated, the lack of transparency within sports betting platforms generates
uncertainty and creates the perfect breeding ground for manipulation of betting and user data. Blockchain
could eliminate this problem because its records are immutable, i.c., the information contained in the blocks
cannot be modified, which consequently makes it more diflicult to alter results or rig matches, thus better
protecting both players and bettors.> ¢

Likewise, gambling platforms must comply with personal data protection regulations, i.e., operators must
guarantee the security of players’ data and ensure that it is not misused. When talking about the immutability
of the Blockchain, concerns arise about its compatibility with data protection legislation, i.e., with the GDPR
and, in the case of Spain, with Organic Law 3/2018 of December 5, on the protection of personal data and

guarantee of digital rights. >’

As mentioned above, the issues that arise about data protection are related to public systems where any
user can access transaction data and operate. However, within private systems, which, as mentioned above,
are the ones of interest to this study, data protection can be ensured, as access can be regulated, users’ ability
to participate can be regulated and personal data information can be modified when required by users. In
this sense, the immutability of sports betting data must be respected to ensure the highest reliability of the



Vniversitas Juridica, 2025, vol. 74, ISSN: 0041-9060 / 2011-1711

system, but two nodes can be appointed to act as data controllers and data processors so that, in the event
that a user wants to exercise his ARCO rights, they can modify or delete the information. **

On the other hand, it is possible that the amounts won by a user may not be paid out or, as is sometimes the
case, payment may be delayed. By way of example, within the conditions of the Sportium platform, specifically
in point 1.10, it is stated that “the results of the events will be published by Sportium on its website within

twenty-four hours of the event taking place, and the payment of the prizes will begin after the publication
of these results.” %’

As mentioned above, the Blockchain offers a host of functionalities, including Smart Contracts. 40 By
hosting such agreements within the proposed private system, payments and bets can be automated, making
the whole process more eficient, less susceptible to errors or disputes, and eliminating potential delays.

Furthermore, another of the characteristics provided by Blockchain is transnationality. 41 A we have seen,
sports bets placed on digital betting platforms know no borders when they are legally established, i.e., let us
remember that by means of a computer device with Internet access, any person can access and bet on the
sports he or she deems appropriate. In this way, Blockchain responds to the growing needs of the digital
betting market, as it offers a system that knows no borders and respects the rights and interests of operators
and service providers.

In addition, the Blockchain could facilitate the acquisition of compulsory licences by service providers by
providing a clear and secure system for tracking transactions and the legality of gambling. In this sense, it
would contribute to solving some of the key problems in the sector that have been mentioned: The lack of
uniform regulation, as each country has its own gambling regulations, and the involvement of unauthorised
players.

Finally, as indicated in Law 23/2022 of 2 November amending Law 13/2011 of May 27 on the regulation
of gambling, Spain notes the importance of forming a comprehensive regulation on digital tokens. In this

regard, the Blockchain functionally enables the integration of digital tokens, which can be used for gambling,

offering a faster and more direct alternative to traditional currencies. 2

As we can see, Blockchain technology can serve as a system for holding sports bets in a secure and
transparent manner, mitigating illicit actions, providing legal certainty and homogenising the various
legislations in this area. However, for all this to work, a private model must be adopted to ensure compliance
with the rules on betting, the protection of users and the existence of an authority to ensure the proper
functioning of the system.

Conclusions

New technologies have revolutionised the way people interact in society and how they relate to each other.
With the advent of the Internet and the advent of computing devices, it has become possible for everyone to
operate online from anywhere in the world.

Faced with these changes, the sports betting sector has not gone unnoticed and has benefited from the
possibility of implementing new technologies in these activities, building digital platforms that allow people
to bet online from anywhere and in real time.

Aswe have seen, the sports betting industry has never been exempted from unlawful actions, however, with
the advent of new technologies, the range of possibilities to act against the legal systems has expanded. In this
sense, online platforms have opened the door to manipulation of results, fraud and scams that endanger the
legal security of these actions, sport and the rights and interests of users, operators and service providers.

Along with the possibility of creating these digital platforms, a revolutionary technology has emerged that
is capable of solving, or at least mitigating, all of the aforementioned drawbacks: The Blockchain.
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If service providers implement Blockchain technology as a private system in which they can regulate access
and act as a central authority together with the entity in charge of guaranteeing the correct execution of
the game, such as the Directorate General for the Regulation of Gambling in Spain, greater transparency,
traceability and security in sports betting can be ensured. In this sense and as has been pointed out, private
systems can be adapted according to the needs of each provider, which allows them to take advantage of their
most advantageous characteristics and omit those elements that could contravene legal regulations.

In short, Blockchain technology is presented as a possible solution capable of responding to the risks
raised within the sports betting sector. As indicated, if service providers implement a private Blockchain and
regulate access, working hand in hand with the authorities responsible for ensuring the correct development
of the game, greater legal security can be achieved in this type of activity.
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